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REMARKS 

L INTRODUCTION 

In response to the Office Acrion dated January 23, 2008, please consider the following 
remarks. 

n. STATUS OF CLAIMS 

Claims 1-2, 4-17, 19-50, and 52-53 axe pending in the application. 

Claims 1, 5, 14-1 8, 20, 25-28, 32, 34, 36, 40-43, and 52-53 were rejected under 35 U.S.C. 
§1 03(a) as being unpatentable over Okabe et aL, U.S. Patent No. 6,889,208 (Okabe) in view of 
Downs et al., U.S. Patent No. 6,574,609 (Downs). 

Claims 2, 4, 29, and 31 were rejected under 35 U.S.C. §103(a) as being unpatentable over 
Okabe in view of Downs a 3 id further in view of Dolphin, U.S. Patent No. 5,677,953 polphin). 

Claims 6-13, 19, 21-24, 33, 35, 37-39, and 44^50 were rejected under 35 U.S.C. §l03(a) as 
being unpatentable over Okabe in view of Downs and in further view of Akins, III et al., U-S- Patent 
No. 6,560,340 (Alans). 

m. GROUNDS OF REJECTION TO BE REVIEWED 

Whether claims 1, 5, 14-18, 20, 25-28, 32, 34, 36, 40-43, and 52-53 axe patentable under 35 
U.S.C. § 103(a) over U.S. Patent No, 6,889,208, issued to Okabe et al. (hereinafter, the Okabe 
reference) in view of U.S. Patent No, 6,574,609, issued to Downs et al. (hereinafter, the Downs 
reference). 

Whether claims 2, 4, 29, and 31 are patentable under 35 U.S.C. § 103(a) over Okabe in view 
of Downs and further in view of U.S. Patent No. 5,677,953, issued to Dolphin (hereinafter, the 
Dolphin reference). 

Whether claims 6-13, 19, 21-24, 33, 35, 37-39, and 44-50 are patentable over Okabe in view 
of Downs and in further vi<sw of U.S. Patent No. 6,560,340 issued to Akins, III et aL (hereinafter, 
the Akins reference) . 
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IV, ARGUMENT 

A. The References 

1. The Okabe Reference 

U.S. Patent No. 6,889,208, issued May 3, 2005 to Okabe et al. disclose contents sale system. 
In the contents sale system, original contents data are encrypted into encryption-resultant contents 
data in response to original playback key data. The original playback key data are encrypted into first 
encryption-resultant playback key data. The first encryption-resultant playback key data are 
encrypted into second encryption-resultant playback key data in response to an ID of a sale 
destination terminal apparatus. The encryption-resultant contents data and the second encryption^ 
resultant playback key data arc transmitted to the sale destination terminal apparatus. The sale 
destination terminal apparatus is enabled to decrypt the second encryption-resultant playback key 
data into the first encryption-resultant playback key data in response to the ID of the sale 
destination terminal apparatus. The sale destination terminal apparatus is enabled to decrypt the first 
encryption-resultant playback key data into the original playback key data. The sale destination 
terminal apparatus is enabled to decrypt the encryption-resultant contents data into the original 
contents data in response to the original playback key data. 

2. The Downs Reference 

U.S. Patent No. 6,574,609, issued June 3, 2003 to Downs et aL discloses a method of 
managing content data and associated metadata. According to the method, the content data and the 
associated metadata axe generated- The content data is transferred to a content host, and the 
metadata and usage condition data for the associated content axe transferred to an electronic store. 
The metadata and/or the usage condition data are altered in order to form promotional data, and 
the promotional data is transferred from the electronic store to a customer's system. In one 
preferred method, the content data is encrypted with a first encrypting key before being transferred 
to the content host- The first encrypting key i$ encrypted with a second encrypting key, and the 
encrypted first encrypting key is transferred along with the metadata and usage condition data to the 
electronic store. Additionally, die encrypted first encrypting key is transferred along with the 
promotional data to the customer's system. 
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3. The Dolphin Reference 

U.S. Patent No. 5,677,953, issued October 14, 1997 to Dolphin discloses a system and 
method for access control for portable data storage media that is said to provide the support of high 
density removable media, such as CD-ROM or MO, to be used as a distributed media for storing 
data where access thereto is securely restricted. The secure periodic distribution of several different 
sets of data information co the end user is said to be achieved with access control selectively 
performed by at the user's site through communication with the billing/access center. User billing is 
based on the purchase of the decryption access codes as indicated by the access code attributes 
encoded on the media. Access code availability is further controlled by selectively providing for 
updates of decryption access codes. 

4. The Akins Reference 

U.S. Patent No. 6,560,340, issued May 6, 2003 to Akins er al. disclose a method and 
apparatus for geographically limiting service in a conditional access system. A cable television system 
includes a headend from wliich service "instances", or programs, are broadcast and a plurality of set 
top units for receiving the instances and selectively decrypting the instances for display to system 
subscribers. The service instances are encrypted using public and/ or private keys provided by 
service providers or central authorization agents. Keys used by the set tops for selective decryption 
may also be public or private in nature, and such keys may be reassigned at different times to 
provide a cable television system in which piracy concerns are minimized- 

B. Claims 1, 5, 14-18, 20, 25-28, 32, 34, 36, 40-43, and S2-53 are Patentable Under 35 
U-S.C. § 103(a) over Okabe in view of Downs 

1. Even When Combined, the Okabe and Downs References Do Not Teach 
the Applicant's Invention 

The Applicant has stated that the claimed invention differs from the related prior art in that 
it encrypts the second (CP) key in the conditional access module instead of the receiver, and does so 
using a key (CAM key) that is generated or stored internal to the CAM. 

The Final Office Action answered: 
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"The Examiner disagrees with the argument for multiple reasons. First the applicant's 
arguments are not specifically stated in the claims, the claim does not indicate that a second 
key is stored in the CAM." 

To which the Applicant responds : 

With Regard to Whether the Claims Recite that the Second Rnc ry ption Keyjs 
Encrypted, in the CAM : rkim 1 unequivocally states that the second encryption key is encrypted in 
the CAM, specifically "encrypting the second encryption key in the conditional access module according to a third 
encryption key to produce a fourth encryption key" 

With Regard to Whether the Claims Recite that the Second Key is Stored in the 
CAM : The Final Office Action has misread the Applicant's claims. The key that is used to encrypt 
the second (CP) key is the third encryption key (the CAM key), not the second encryption key. This 
feature not explicitly cited ia claim 1 or 17, but is expressly recited in claims 26 and 39. 

The Final Office Action also states : 

"Second the applicant is considering the references individual not in combination." 
To which T the Applicant responds : 

As the Applicant hits stated, even when combined, the Okabe and Downs do not teach all of the features 
of the Applicant's claims. Specifically, the Junctional allocation between the receiver and the CAM described 'further 
below. 

Finally, the Final Office Action States : 

"Okabe teaches that a key can be stored in a receiver. Downs teaches the distribution of 
Secure Containers (SC) technology- In Downs the receiver of a SC whether a vendor, 
distributor, or user computer has the ability to re-encrypt the media to a second, third, and 
fourth encryption keys." 

To which, the Applicant responds : 

This statement does not appear to relate to the Applicants invention as claimed, and is 
therefore unhelpful in undt ^standing why the Applicants claims stand rejected. 
We turn now to discuss the individual claim rejections: 
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a) Claim 1 is Patentable Under 35 U.S.C. § 103(a) Over the Okabe and 
DoNvns References 

Claim 1 recites: 

A method of storing program material in a media storage device communicatively coupled to a 
receiver for subsequent replay, comprising the steps of: 

(a) accepting encrypted access control information and the program material encrypted according 
to a first encryption key in the receiver, the access control information including a first encryption key and 
control data; 

(b) decrypting the received access control itformation in a conditional access module releasably 
coupleable with the receiver to produce the first encryption key; 

(c) decrypting the program material in the receiver using the first encryption key; 

(d) re-encrypting the prvgrwm material according to a second encryption key; 

(e) encrypting the second encryption key in the conditional access module according to a third 
encryption key to produce a fourth encryption key; and 

(f) providing the re-encrypted program material and the fourth encryption key for storage 
external to the conditional access module. 

Claim 1 allocates functions between the receiver in the CAM. Namely, it specifies that: 

The conditional access module: 

• decrypts the received access control information to produce a key that is used to 
decrypt the program material 

• encrypts a second key (that was used to re-encrypt the decrypted program 
material) using third key to produce a fourth key 

The conditional access module does not: 

• store the re-encrypted program material and the fourth encryption key; and 

The receiver 

• is coupled to a media storage device (cited in the preamble) in which the 
encrypted access control information and the encrypted progtam material is 
stored 

Returning to the cited references, we note that Downs discloses no functional allocation 
between hardware elements at all . . . all functions are performed by the user's computer. That 
certainly does not disclose the functional allocation described in claim 1. 

Okabe is of no help- As described below, it discloses a system in which die te rminal (which 
the Office Action analogizes to the Applicants receiver) receives encrypted playback key and 
encrypted program material, further encrypts the program key, and transmits the encrypted program 
material and the further encrypted program key to die player (which the Office Action analogizes to 
the Applicant's CAM). 
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A customer's player 6a can be connected to tbe terminal 
apparatus 5 via uft IEEE1394 interface* Hit? flayer 6a 
includes a computer which operates in accord nice with a 45 
control program stored in a memory- The control program is 
disi&nixl 10 enable the player 6a to implement processes 
mentioned fold The ptoyer 6a also includes a storage unit, 
A predetermined ID (a predetermined identification code 
word) is assigned to the player $u. Jn the case wberc the z o 
player 6a is connected with (be terminal apparatus 5, the 
player 6a informs the terminal apparatus 5 of its own ID 
b*:forc downloading. The terminal apparatus 5 separates Uie 
composite data into the primary encryption-resultant play- 
b;ick key data add the encryption-resultant con ten is data. 25 
The terminal apparatus 5 encrypt* the primary encrypuon- 
rtsulcant playback key data into secondary encryption- 
rtsuliaat playback key data (second encryption-resultant, 
playback key data). In the case where the terminal apparatus 
5 is connected with the player 6a 9 the terminal apparatus S & 
downloads tbc cncrypiioD-resulianl contents data and the 
secondary encryption-resultant playback key data into the 
storage unit of the player 6a. The player 6a recovers original 
contents data by decrypting the encryption-resultant con- 
tents data. In addition, the player 6a generates olber sec- 35 
ondary encrypUon-rr&tiltant playback key data (ihird 
cncrypiion-rcsuliant playback key data) which will be used 
Itir duta transfer or data copying to another pluycr. 

These functions are not analogous those recited in claim 1 (where nothing is "further 
encrypted", but rather, decrypted and re-encrypted). The player (CAM) decrypts the encrypted 
concent, but does not store that re-encrypted program material or another key for storage external to 
the player (CAM) as recited in the last step of claim 1* Instead, it stores it internally. 1 

Accordingly, even when combined, the Downs an Okabe references do not disclose or teach 
all of the features of claim l. 

The Final Office Action answers : 

"The Examiner disagrees with argument for multiple reasons. Again the applicant is placing 
limitation that axe not present in the claims, the negative limitation argued "that the 
conditional access module does not store the re-encrypted program material and the fourth 
encryption key" is not in tie claims. Plus the argument does not make sense, obviously if the 
CAM produces the re-encrypted program material and the fourth encryption key then 
provides them for storage at some point it has the re-encrypted program material and the 
fourth encryption key are scored in the CAM registers." 

To which the Applicant responds : 



* Storage in a second player does not cure this defect, since what is stored in the second player is not 
the re-encrypted program material and the fourth encryption key chat was recited in the preceding 
step. 
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The Final Office Action is correct in that there is no negative limitation indicating that "the 
conditional access module docs not store the re-encrypted program material and the fourth 
encryption key." The Applicant has avoided using such a negative limitation because they are 
somewhat disfavored by the PTO, 3 and because, as the Final Office Action points out, some 
temporary storage of at least a portion of the re-encrypted program material and the fourth 
encryption key must be stored at some point. The Applicant was simply attempting to describe, in 
simple terms, the scope of the invention in terms of the functional allocation between the CAM and 
the receiver. 

Claim 1 plainly reckes that the re-encrypted program material are provided . - - for storage 
external to the conditional access module. " That feature distinguishes the Applicant's invention from 
Downs and Okabe, even in combination. 

Downs discloses a system where all operations ate performed on the user's computer. There 
is no notion of the use of a receiver or a conditional access module that is releascably coupleable to 
it. 

Okabe discloses a system with a terminal (analogized to the Applicant's receiver) that 
receives an encrypted playback key and encrypted program material, further encrypts the program 
key, and transmits the encrypted program material and the further encrypted program key to a player 
(which the Office Action analogizes to the Applicant's CAM). 

That player (analogized to the Applicants CAM) decrypts the encrypted content but does 
not provide the re-encrypted program material and the fourth encryption key for storage external (q ff?e player. 
Okabe describes storage in a second player, but what is stored in that second player is not the re- 
enctypted program material and the fourth encryption key, as claim 1 recites in the preceding step. 
Accordingly, even when combined, Okabe and Downs do not fairly teach or suggest the Applicant's 
invention, 

The Final Office Action also Answered: Second Okabe and Downs are analogous art both 
are directed to digital rights management (DRM)* 

The Applicant Responds ; A rejection based on 35 U.S.C. § 103(a) requires more. In 
fotmulating a rejection under 35 U.S.C. § 103(a) based on a combination of prior art elements, it 



2 See MPEP 707.07(g) stating that "Certain technical rejections (e.g. negative limitations, 
indefiniceness) should not be made where the examiner, xecogmzing the limitations of the English 
language, is not aware of an improved mode of definition* 
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remains necessary to identify die reason why a person of ordinary skill in the art would have 
combined the prior art elements in the manner claimed. 

The Final Office Action also answered : Third although applicant is claiming the encryption 
is done in die conditional access module (CAM) not in a computer like Downs, obviously to do 
encryption the CAM must contain a CPU just like a computer contains a CPU. 

The Applicant Responds : Again, the point is the functional allocation between the receiver 
and the CAM. Downs and Okabe, even when combined, do not disclose the claimed features. 

The Final Office Action also answered : Fourth the applicant is placing limitation not in the 
claims as well as not considering the entire references of Okabe and Downs both disclose hardware 
elements, see Okabe coL 6, lines 34-60 which teaches that the content sale system includes a 
terminal apparatus 5 located in a store (for example, a kiosk or a convenience store). The termin al 
apparatus includes a computer, communication devices, and an interface for connection with a 
customer's player. Also see Downs coL 6, lines 59- for an example of the hardware that can receive 
SC. The applicants description as well as claimed limitation of the conditional access module (CAM) 
do not limit the CAM from being a kiosk in a store that the provides a user's player or receiver with 
encrypted access control information. 

The Applicant Responds : Again, die point is the functional allocation between the receiver 
and the CAM. Even if Okabe's terminal and player could be analogized to die Applicants 
"receiver" and ''conditional access module" (and in the Applicant's view, they cannot, as a 
conditional access module is not analogous to a pbyer), Okabe J s player does not provide the n-eticiypted 
program material and the fourth encryption key for storage external to the play&u 

As for Downs, the Final Office Action refers to the following passage 

I. SECURE DJGHAL CONTENT £LECf RONIC DiSTRi* 

BUTION SYSTEM 

A, System Overview 
The Secure Digital Conical Electronic Dtsiriboiion Sys* 
60 lemift a technical platform t&at ciHxjnipii&wfi Uic Ccchtfct>3cjgy, 

sftcancatiews, lo<i)$, and software needed /or the secure 

delivery ackI rights maoagipwcpi of Digital ComcM and 

digital ooDicQL-rclatcd cod twit co ao eod-user, cltcni device. 

The End-User Device(&) iacMtt PCS, sei top boxes (IRDs), 
65 and Internet appliances. Thoc tit vices may copy the content 

to external media or portable, OOOSUttC* tfevsces as permitted 

by ibe coDrenl proprietors, The icrrn Difcp»I Content or 

This passage indicates that the Downs system could be implemented in a set top box (ERD) 
instead of a compnter. It also indicates that the content may be copied to portable consumer 
devices. However, unless such portable playback devices could be said to (1) decrypt the received 
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access control information to produce a key that is used to decrypt the program material received in 
the IRD, (2) encrypts a second key (that was used to re-encrypt the decrypted program material 
using a third key to produce a fourth key, and (3) provides the re-encrypted program material and 
the fourth encryption key for storage external to the conditional access module, such devices axe not 
analogous to the conditional access module of the Applicants invention. 

In response to applicant's argument beginning on page 19 3 cc It would also not be obvious to modify 
the Okabe and Downs combination to arrive at the Application's invention ... As a threshold matter, 
the prior art teaches a different functional allocation than that which is claimed by the Applicant." 

2, The Final Office Action Has Not Made a Prima Facie Case for 
Unpatentability 

The Final Office At;tion proffers the following motivation for modifying Okabe as described 
in Downs: 

"It would have been obvious to one of ordinary skill in the art at the time of the invention to 
modify the method of protecting digital content used in distribution taught in '208 to include 
a controlling the number of copies generated. One of ordinary skill in the art would have 
been motivated to perform such a modification because content distributors have been slow 
to embrace digital content distributions systems because of the lack of security for digital 
content see '609 (col. 2, lines 2-44) "The use of global distribution systems such as the 
Internet for distribution of digital assets such as music, film, computer programs > pictures, 
games and other content continues to grow. At the same time owners and publishers of 
valuable digital content have been slow to embrace the use of the Internet for distri b ution of 
digital assets for several reasons. One reason is that owners are afraid of unauthorized 
copying or pirating of digital content. The electronic delivery of digital content removes 
several barriers to pirating . , . Ibis degradation in quality is not present when a picture is 
stored digitally. Each copy, and every generation of copies can be as clear and crisp as the 
original. The aggregate effect of perfect digital copies combined with the very low cost to 
distribute content electronically and to distribute content widely over the Internet makes it 
relatively easy pirate and distribute unauthorized copies. With a couple of keystrokes, a pirate 
can send hundred or even of thousands of perfect copies of digital content over the Internet. 
Therefore a need exists to ensure the protection and security of digital assets distributed 
electronically. Providers of digital content desire to establish a secure, global distribution 
system for digital content that protects the rights of content owners. The problems with 
estabhshing a digital content distribution system includes developing systems for digital 
content electronic clistribution, rights management, and asset protection." 
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The problems with the foregoing rationale are marly. First, the need to protect digital 
information from copying is conceded to be well known. Both Okabe and Downs protect digital 
uiforrriation, yet in different ways. 

The issue > of course, is how that data is protected, is that it Okabe itself controls the 
number of copies generated (e.g. by use of ''generation number" char is decremented when the 
contents is transmitted as shown in FIG. 10 and the accompanying text). 

The Final Office Action appears to believe that all that is required to make out a prima facie 
case of obviousness under KSR is to assure that the references are from the same field of endeavor: 

The Examiner disagrees with argument the applicant's claimed disclosure as well as the 
prior art references both are directed to digital tights management by encrypting access 
control information- The KSR ruling indicates it is permissible to combine prior art 
references from the same endeavot- 

This, of course, is not the case. The Final Office Action must provide some defensible 
reason or rationale for modifying Okabe, and as described above, has failed to do so. 

Further, the Applicant has pointed out that the closet prior art (much more analogous to the 
Applicant's invention than either Okabe or Downs) teaches away from the Applicants invention 

3. The Prior Art Teaches Away from the Applicant's Invention 
Consider the Applicant's invention with the system described in EP 0 989 557 Al 
(hereinafter, CC EP" system), for example. Unlike either of me references relied upon in rejecting the 
Applicants* claims, this reference discloses a receiver used in conjunction with a removable CAM, 
and teaches that the second encryption key is encrypted in the receiver, not the CAM. 

Both systems same the same iritirnate goal ... to minimize the possibility of compromising 
die security of the stored media program . . . but only the Applicant's invention achieves it 

The EP system describes the storage of the USERPa key on a smart card that is coupled to 
an STB before use. Smart cards are well known in the art to include a plurality of electrical 
connectors that mate with matching connectors in a card reader when the card is inserted into the 
reader. The EP system discloses such a reader (the card reading means 10). The Applicant's 
invention also discloses the use of a condirional access module that is coupled to the receiver before 
use: 
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The IRD 132 is communicatively coupleable to a conditional access module (CAM) 406. 
The CAM 406 is typically implemented in a smart card or similar device, which is provided 
to the subscriber 110 to be inserted into the IRD 132. 

Because the CAM i:; communicatively coupled to the receiver by the subscriber by inserting 
it into the receiver, the Applicant's invention is subject co the same problem as the EP system . . . the 
signals passing to and from the CAM may be monitored. In embodiments where the CAM is a 
smart card (like the EP system), this involves simply monitoring the electrical connectors of the 
smart card. 

Referring to FIG. 6a, below, the EP system transmits a USERPa (user public) key from the 
smart card to the STB in unencrypted form. The EP system then encrypts the program material 
with a Kco key, enctypts that Kco key with the USERPa key obtained from the smart card (thus 
generating USERPa(Kco)) 5 and stores both in the recording medium. 




Note that the Kco key cannot be easily monitored by monitoring the link between the 
contents encrypting means and the key encrypting means (since that is internal to the STB and not 
passed from the STB to the IC card. However, the unencrypted USERPa key can be monitored 
directly from on the smart card, leaving it open to compromise. The user's secret key is needed to 
decrypt the media program as described in FIG. 7 below: 
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Note that the user's secret key USERSa can also be monitored direcdy from the smart card, 
leaving it open to compromise as welL 

Also note that the ultimate security of the EP system depends on the user's secret key. If 
that key is compromised, it can always be used co determine Kco (even if it is time-invariant), and 
any program material stored in the recording medium 6 can be recovered. In other words, to defeat 
the entire system, the pirate need only determine the value of USERSa, and that value is not difficult 
to obtain. 

The Applicants invention encrypts the CP (presumably analogous to Kco) within the CAM 
instead of the receiver, as shown below: 
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FIG. 5 

By doing so, the CP key is exposed, because it is passed unencrypted from the CAM to the 
receiver. 3 However, the CAM key (perhaps analogous to the USERPa or USERSa key) is never 
exposed. It is always encrypted before leaving the CAM* 

This difference is significant The EP system is less secure because it exposes the heart of 
it's security (USERSa) by passing it unencrypted from the IC card to the receiver- Once the hacker 
has gained access to the value of USERSa, they can decrypt any program that was stored on the 
storage medium. Further, since USERSa does not change over time, die hacker need not concern 
themselves with regenerating a new USERSa over rime. It need only be accomplished once. 

Contrast this with the Applicant's invention. Because the Applicants invention exposes the 
copy protection key CP (perhaps analogous to Kco), but not the CAM key, the Applicant's 
invention is somewhat vulnerable to a hacker trying obtain the value of CP key, but invulnerable to a 
hacker attempting to divine the value of the CAM key. This is shown diagrammatical^ below: 



3 It may be possible to encrypt this information from the CAM and decrypt it in the receiver, but this additional 

capability would increase the cost of both the STB and the CAM- 
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The Applicants solution is especially well suited to systems wherein the value of the CP key 
changes over time or changes with the media program. That's because a compromise of the CP key 
will only allow the hacker to view one program or only a portion of oneprogram. Unlike the EP 
system, what is compromised does not permit the hacker to view oil programs. 

The Final Office Action responds : 

In response to applicant's explanation of the system described in EP 0 989 557 on pages 19- 
23, this is irrelevant because as previously noted Okabe and Downs teach the claimed 
limitations. The EP was not utilized in the rejection; therefore all arguments that address the 
improvements by the applicant's claimed invention are irrelevant. The 'CAM' comprising a 
smarccard was not introduced until dependent claim 4- This limitation is taught with the 
combination of Dolphin US Patent 5,677,953. 



To Which the, ApgliqMtt flflgwgre: 

EP0989557 is not irrelevant to the patentability of the Applicant's invention. It describes 
system far more analogous to the Applicant's invention than Okabe or Downs, and is therefore as 
relevant or more so It also shows that the prior art, taken as a whole, teaches away fiom the 
Applicants invention. 
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4. Claim 17 is Patentable over the Okabe and Downs References 
Claim 17 recites similar features to those of claim 1. Namely, claim 17 recites a conditional 
access module that is releasitbly communicatively coupleable to a tuner, and has (1) a first decryption 
module for decrypting the received access control information to produce the first encryption key, 
(2) a first encryption module for encrypting the second encryption key with a third encryption key to 
produce a fourth encryption key, and (3) a second encryption module for decrypting the fourth 
encryption key to produce the second encryption key. Claim 1 also recites a tuner for providing re- 
encrypted program marerial and the fourth encryption key for storage external to the conditional 
access module. 

Accordingly, claim 17 is patentable for the same reasons as claim 1. 



5. Claim 28 is Patentable over the Okabe and Downs References 
Claim 28 recites fearuxes similar to those of claim 1 and 17 and is patentable for the same 
reasons. 



6. Claims 25 and 26 are Patentable over the Okabe and Downs References 
With Respect to Claim 25 : Claim 25 recites that the second key is stored in the conditional 
access module. According to the Office Action, this feature is disclosed as follows; 

A customer's player 6a cart be ccwDocted io the terminal 
ajyparuitus 5 via an IEEE 1 394 inlcifwe- The pUyor $u 
includes a computer which ctpc rules in accordance wilb a $$ 
cool ro J program snored in a memory. Illc oonlroJ program is 
d&dgned to Citable iho pfoycr 6fM" wnpkMneni procosscs 
mdciucmed lulex. The player tier uLso iadudks a storage unit. 
A prcdciomriocd ID (a predetermined identification code 
*o«I) is assigned io lUe player 6u. Id lite ctisc vvtwre the 
ptoyur 6a tft ctinnficlfid wtih ihe t^nmiud apparatus 5, the 
player 6a informs the icrmiiul apparatus 5 of iis cwn ID 
bdorc dovmloadittg* Tbe terminal upparuLUS 5 separates ibo 
CDfnpo&iu duui into ihe primwy ectcffyptLon-rcsulWDl play- 
back key cluu Urtd ih* ^ntTypiitJii-resulianl cualcms dau, 2s 
Ttus terminal appararus 5 «ncrypis the primary cacryptioft- 
resultant playback key chl;i talo stcoodairy encryprton- 
usujittni playback key dala (scccnaJ cncryption-resuSuml 
playback key data). In (be case wlmrc ihc terminal apparatus 
5 is. comcctcd with Uje player 6a* the ictaiiiwJI apparatus. 5 w 
download* ibc enCTypiion-resuJuai coutcnLs daiit ho J tbe 
4i:couclAry cncrygMtoa-rcsvItaoi playback key data into the 
siorage unit of toe player 6a, The p!«y« 6<t recovers original 
cornea** data by efecrypLiog ibe cncxypiiota-resitUADt con- 
sults chcu. In Addition, ihc player 6a 6cn=r:i!cs oihcr sec- 55 
ondary encryption -r^sulUDi playback key data (third 
encryptaoB-[\aailtom pluybacfc key dam) which wQI l>c used 
for dan transfer or dau copying lo another playcr- 
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The second key is the key used to re-encrypt the decrypted program material The third key 
is the key used to encrypt the second key (which was used to re-encrypt the program material). 
Player 6a, which the Office Action appears to analogize to the CAM, docs not store a second key 
used to re-encrypt decrypted program material or a third key used to encrypt the second key. 
Accordingly, the Applicants traverse the rejection of claim 25 and 26. 

The Final Office Action does not appear to further address this rejection. 

7. Claims 5, 14-16, 18, 20, 27, 32, 34, 36, 40-43, 52, and 53 are Patentable Over 
the Okabe and Downs References 
Claims 5, 14-16, 18, 20, 27, 32, 34, 36, 40-43, 52, and 53 each recite the features of the 
independent claims they depend upon, and are patentable for the same reasons. 

C. Claims 2, 4, 29, and 31 are Patentable Under 35 U.S.C. § 103(a) over Okabe in view 
of Downs and further in view Dolphin 

Claims 2, 4, 29 and 31 recite the features of the independent claims they depend upon a and 
are patentable for the same reasons. 

D. Claims 6-13, 19, 21 -24, 33, 35, 37-39, and 44-50 are Patentable Under 35 U.S.G § 
103(a) over Okabe in view of Downs and in further view of Aldns 

The Final Office Action rejected claims 6-13, 19, 21-24, 33, 35, 37-39, and 44-50 under 35 
U.S.C. §103(a) as being unpatentable over Okabe in view of Downs in further view of Akins, III et 
aL, U.S. Patent No. 6,560,340 (Aldns). Applicants respectfully traverse these rejections. 

With Respect to Claims 6. 44-50 : Claim 6 recites diat the second encryption key is generated 
at lease in part from the metadata. According to the Office Action, this feature is disclosed in the 
Akins reference as follows. 
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in^Uncc ] 05, Cgatnrt wrd W is pcochtcud cnnJiol ward 
Sisicnuur U9 LVotn; Jtilurcnucion -contaimx! iti ojrill&rncnjt 
ccdtlwl message 107 iDdi infornwlioa from Mnbortswtioni 
information 121 stored pi sct-lop box 113. For cxiirtpk, 
*mtori*»iioD inifana*tiua 1-21. m*>' insM* n foty for Alio 

<;< s^mi*; nm\ an i ml teuton <rf wlwi jw^iirmnNaci ibe jftrtficclli* 
subscriber fe. ccrtMcd la wmcti. If tlx; MUithorisalioo infa«ria- 
tiicui 121 indtieites thai flw subscriber is. entitled jo waicfa ilhe 
program of wictyplcd irrsift&cc coalro3 word gent-Baku 
119 use*, the key tog/cUi^r witfe infomaai-iwi ECMI 107 

kci to gjtsawrjjBe a&iUfOl wunl 1.17. <M couist, a new conw»l wwtf 
is generated ror c«dt new ECM 107. 

Respectfully, this only discloses the use of a control word to determine whether the 
subscriber is entided to view a program. It does not even remotely disclose generating the second 
encryption key (that is used to re-encrypt a ptogram) at least in part from metadata- Further, the 
motivation to modify Okabe and Downs as described in Akins (more flexibility) doesn't explain how 
any suggested change would increase flexibility. 

There is a significant advantage in generating the second key at least in part from the 
metadata. It prevents having to generate a random number for the second key, and also assures that 
the metadata can be later recovered That recovered metadata can be simply used to control replay 
or can be compared to the metadata before encryption to assure that the second key has not been 
tampered with. None of these advantages is even remotely suggested by any of the cited references. 
CUm 44 recites similar features and is patentable for the same reasons. 

Claim 45 recites that the second encryption key is augmented with a least a portion of the 
metadata before encrypting the second encryption key in the GAM. According to the Office Action, 
this is disclosed as described above. The Applicants respectfully disagree for the reasons described 
above, and because the above passage further does not disclose augmenting a key with metadata 
before encryption. Claim 46 is patentable for analogous reasons. 

Claims 47-50 recite analogous features to those above, and are patentable for the same 
reasons. 

The Final Office Action argues: 

The Examiner disagrees with the argument for multiple reasons. One using the broadest 
reasonable interpretation the 'metadata 1 was interpreted to be the Entitlement Control 
Messages which is used by the decryptor to produce a key. Second Akins is directed to DRM 
as well therefore according to KSR ruling it is permissible to combine the references. Finally 
the advantages stated in the arguments are not placed in the claims, therefore these 
arguments arc irrelevant 
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The Applicant answers that even if were appropriate to interpret "metadata" so broadly as to 
include an entidement control message (ECM), Akins does not disclose generating the anything 
analogous to the Applicant^ second encryption key (which is used to re-encrypt a program) at least 
in part from metadata. Instead, Akins discloses generating a control word that is used to decrypt the 
program using the ECM. 

Finally, the Final Office Action has interpreted KSR fat to broadly. KSR does not stand for 
the proposition that references can be combined for no other reason that they involve analogous 
arts* 

With Respect to Claim 13 : Claim 13 recites: 

The method of claim 12, wherein steps (b)-(f) ate performed in response to a pre- 
buy message, and wherein: 

the second encryption key and the third encryption key are stored in a smartcard, 
and the replay right data is generated from the metadata and the pre-buy message in the 
smartcard; and 

the steps of accepting the buy data, comparing the buy data with the replay right 
data, and decrypting the fourth encryption key using the third encryption key to produce the 
second encryption key according to the comparison between the buy data and the replay 
tight data are performed in the smartcard* 

None of the cited references discloses the functional allocation presented in claim 13- 
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V. CONCLUSION 

In view of the above, it is submitted that this application is now in good order for allowance 
and such allowance is respectfully solicited. Should the Examiner believe minor matters still remain 
that can.be resolved in a telephone interview, the Examiner is urged to call Applicants* undersigned 
attorney. 

Respectfully submitted, 



Date: March 24, 2008 



The DIRECTV Group, Inc. 

RE/R11/A109 

2250 E. Imperial Highway 

P. O. Box 956 

El SegundoCA 90245 

Telephone No. (310) 964-4<il5 



By'. 

Name: Victor G. Cooper 
Reg. No.: 39,641 
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